CSPRA

COALITION FOR SENSIBLE PUBLIC RECORDS ACCESS

Personal Identifiers and Public Records

The Coalition for Sensible Public Records Access (CSPRA) is a non-profit
organization dedicated to promoting the principle of open public record access to ensure
individuals, the press, advocates, and businesses the continued freedom to collect and use
the information made available in the public record for personal, governmental,
commercial, and societal benefit. Members of CSPRA are just a few of the many entities that
comprise a vital link in the flow of information for these purposes and provide services that
are widely used by constituents in your state. Collectively, CSPRA members alone employ
over 40,000 persons across the U.S. The economic and societal activity that relies on
entities such as CSPRA members is valued in the trillions of dollars. Our economy and
society depend on value-added information and services that includes public record data
for many important aspects of our daily lives and work and we work to protect those
sensible uses of public records.

Introduction

One of the areas of contention in access policies concerns the inclusion of personally
identifiable information in government data. Privacy advocates tend to prefer total
exclusion of such information, but many critical business and civic functions depend upon
access to such information. One of the legislative battlegrounds in the digital age, personal
identifiers demand a more nuanced approach than the law currently allows. Without
personal identifiers, public records about people become less accurate and obscure the
truth about a person and their transactions, responsibilities, debts, crimes, civic activities,
and duties. Identifiers such as date of birth and full address are public facts (with rare
exceptions) in wide societal use. They should not be removed from public access, as they
are critical to accurate identification and correlating data. They are widely available from
many sources. Excluding them from public records will not make them private facts but it
will hurt the legitimate uses of the records.

Public records are a critical source of the truth. When open and accessible, they are heavily
relied upon for advocacy, accountability, commerce, marketing, public safety, and
newsgathering. They provide a source for the truth about the behavior of our residents
and licensed professionals, the ownership of property and corporations, the activities that
influence the political processes, and the whereabouts of people. In short, they mimic what
people living in smaller towns and communities in free societies have known and relied
upon for centuries to thrive. Public records reflect what we have always known as a
community, but only recently have we taken to electronically recording and filing such
records so one could find and read them easily. The public truth became the public record



and when we outgrew towns where everyone knew this oral truth, we fell back upon the
public record to meet our need for reliable and true information.

Open public records are also a powerful equalizing force. When there is no public source,
information and truth can still be obtained for a price that is not affordable to all. Many of
our entrepreneurs, small businesses, ordinary people, political candidates, and community
activists are direct and indirect beneficiaries of open records. With direct access to open
records and indirect access through the products and services that non-profit and for-profit
entities provide, they can compete with those of greater means. From James Madison to
Thomas Friedman, the leveling effect of open and equal access to truthful information has
been recognized as a bulwark of societal and economic equality. The truth cannot only
make one free; truth grants equal opportunities to all.

The Threats to Turn off the Truth

Identity Theft and Crime

There are growing and pervasive efforts to restrict the flow of public information.

A majority of it stems from the fear that public records in general and personal identifiers
in particular, are a cause of identity theft and that closing public records will slow down or
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stop this crime. This has become the trump card of secrecy. Merely whisper the words
identity theft and public records slam shut regardless of the validity of the claim or the
impact of hiding and redacting the truth.

One would think that any claim that leads us to stifle the truth would be supported by
overwhelming evidence. If we believe in a rational democracy and the truth itself, then the
least we can do is ask for the evidence before we react. We have asked, we have searched,
and the best we can find are anecdotes and assumptions, but no actual evidence to support
the claim that public records cause identity theft to any substantial degree or that their
redaction will prevent it. What we have found instead is evidence to the contrary. We have



found evidence that the majority of crimes identified as identity theft are actually credit
card fraud. This has nothing to do with the public record since credit card numbers are not
and should not be public. Except where credit card numbers are stolen from the
government, credit card fraud has nothing to do with government records.

We have also found evidence that the criminals have changed their methods. Studies have
shown that the theft of money and goods has moved from the small-scale theft and use of
identity data, to wholesale theft of security keys and sophisticated cyber, phone, and
phishing attacks. We have found evidence that the data in the public record that is targeted
for closure and redaction is routinely available from other legal and black-market/dark
web sources. Finally, we have found evidence that open public records are often used to
prevent and prosecute identity crimes, help prove the innocence of the victims of identity

Table 2: Summary of Studies

1. Most losses come from credit card fraud, followed by existing account fraud,
and new account fraud. Data breaches, phishing, telephone, and hacking
schemes are the primary sources of information used in theft and fraud
(Javelin 2010 p. 10 and 2018 Summary).

2. Public records are not a significant or easily used source of data leading to
identity theft and fraud (Combs, pp. 2-5)

3. Un-validated, weak single factor authentication (usually something we know
like a number or fact that is widely available or easily acquired) and a highly-
evolved and unchecked cybercrime industry are the primary causes of
identity theft, fraud, and crime, not personal data availability and access in
public records (Combs, pp. 4-7)

4. Monitoring, Red Flags rules, and better cyber security work to reduce risk and
loss from fraud (Javelin 2010, pp. 9, 14), while closing public records does not
(Combs, pp. 7-10)

5. 70 to 150 million or more personal computers can be controlled by a stranger
(Trend Micro and Symantec)

6. Thieves do not need to do all the work to steal an identity when they can steal
credit card numbers, passwords, and direct access to existing accounts and
hence, these are the most popular tools of theft (Symantec p. 15)

7. Most of the personal data that government is trying to redact from the public
record is in such wide use, has long been publicly available, is stored in
countless and better organized non-governmental systems, and must be used
so often, that it cannot be made secret no matter how much government tries
to do so (Combs, pp 7-11)

crimes and help repair the damage caused by identity crimes. We have summarized some
of the studies supporting this analysis in Table 2.

We would also expect that anyone who wants to remove or block the truth from the public
record would meet the burden of showing that the benefits outweigh the costs. Not only



has this basic burden not been carried, it has not even been hefted. The many redactions
and record closings cost government an enormous amount in money, time, personnel,
software, and lost opportunities. The cost to society and those individual and business
users is a multiple of the government costs. Often the costs of solutions are passed on in
the form of higher fees and taxes. Moreover, the impact on commerce, newsgathering,
democracy, entrepreneurs, financial markets, and consumers remains uncounted and
unappreciated. Weighed against this staggering cost, there are no documented,
quantifiable, provable benefits from closing and redacting public records. It is the duty of
policy makers and jurists to fairly weigh the policy and legal options. In that weighing,
there is but one possible conclusion: The scales remain tipped toward openness and truth,
as nothing has been placed on other side of the scale of any substantial weight.

We have consistently advocated improved identity and information security and
monitoring, more crime fighting personnel and resources, and increased international
cooperation in tracking down and punishing cyber and identity criminals. When used,
these measures have yielded results. However, they are not the weapons of choice our
lawmakers, judges, and administrators are choosing first or in sufficient measure. If we are
serious about stopping these crimes and protecting privacy, this must change. We must
stop pretending that redacting the truth in public records is an effective or adequate
countermeasure. Our suggested countermeasures are summarized in Table 3 below. If
doubts remain, please consider this question: If no personally identifiable information
were left in any public record, would identity theft stop or even shrink? There is only one
rational answer and that is “no.”

Will the True Me Please Stand Up

Many proposals seek to eliminate unique identifiers such as birth date and personally
identifiable data such as name and address from public records entirely or just from public
records made available to the public. These proposals often, intentionally or not, apply
even when there are legitimate and important public or private needs to uniquely identify a
person. Since there is no common government system to do this, the public and private
sectors have improvised one. Unique or distinct data such as date of birth, partial SSN,
driver’s license number, address, and so on is used in conjunction with name to positively
identify a person. This is necessary because name alone cannot positively identify a person
and properly connect events and behavior to the right person and their property. Doing so
is the heart of responsibility in America today. Such affirmative identification was a
formality when most of us lived in rural areas and everyone knew everybody else who
resided there. Now, our reputations, credit, benefits, safety, and much more depend on the
accurate identification of millions of Americans who are not our friends and neighbors.

The truth of massive populations who share many common names is that there is no way to
preserve the integrity of the facts and the truth about a person without the other data
elements. Because positive identification is so essential, we have allowed the use of these
data elements to grow and become ingrained in numerous systems. It is these systems on
which we rely for most public and private processes. Even if there was consensus to
change the broad use of these other data elements as unique identifiers, the needs we have,
as civil and commercial society, to uniquely identify a person will not change. Some kind of



system is needed. Any new system would need to relate these existing data elements to
names to maintain continuity of information for several generations. The question is not
whether we should have unique identifiers, but how we manage them and use them. They
cannot be eliminated from held or disseminated public records without harming the many
legitimate uses of the data to determine with some certainty, who a person is and what
records apply to them.

Table 3—More Effective Countermeasures Against Identity Theft and Fraud
Encourage and help everyone to:
1. Strengthen—use combinations of hard to fake authentication factors that
represent something you know, own, and are
2. Monitor—use do-it-yourself or pay services to monitor credit reports and
the use of personal information
3. Prevent—use free and fee-based credit alert and freeze services as well as
transaction type and size limits on accounts
4. Secure—increase cyber security awareness and ability with training and up-
to-date security tools and patches
5. Encrypt—make lost and stolen sensitive data unreadable with strong
encryption
6. Reform—use and expand the Federal Trade Commission’s Red Flags rule on
opening, using, and altering financial accounts to cover all important
accounts, transactions, and benefits
7. Enforce—hire and train more cyber cops

A final irony is that often legislation and rules seek to prevent transfer of unique identifiers
to commercial entities to which we already entrust our unique identifiers. Financial
institutions, credit bureaus, insurance companies, lawyers, and so on already have our
personal information such as social security number by necessity and, at times, by law. Not
giving these commercial entities the personal identifiers in the public record to legitimately
and accurately link events and behavior to the right person and their property protects no
one but the imposters, harms the innocent, and hides the truth about the one true person
that is the subject of that record.

Conclusion

On the classic TV show Dragnet, the starring character Joe Friday was famous for saying,
“All we want are the facts, ma’am.” That, in a nutshell, is what we want from our
government. This paper has implored that we all work to preserve our system of open
government to give to us all the true facts that are in the public record. We have had to
implore because the threats to the truth are many and are often without a solid foundation
in facts or democratic principles. We have shown that there are better countermeasures to
information misuse and fraud than hiding the truth. We have shown that the benefits of
the truth are great and the risks from hiding it are too high to justify.
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